Developers of e-commerce applications are often unrealistic about how their site will be used, and about possible outconies during site usage. 
Introduction
E-commerce has tremendous potential, and can benefit both seller and buyer. Buyers are no longer restricted to shopping at certain times or within certain geographical locations [ 5 ] . E-commerce offers wonderful opportunities to buyers with limited mobility or other difficulties which make shopping arduous. Organisations do not have to be concerned about shoplifting and can offer a better level of service without having to pay vast armies of sales staff [ 151.
One aspect of e-commerce sites which is not addressed in current research is that users can seldom use any system without being interrupted either by something in their environment, or by an error. Errors could result from a break-0-7695-1372-7/01 $10.00 0 2001 IEEE down in one of the systems involved in the distributed application, or from errors made by the user. The user will often need assistance in recovering from these disruptions to their primary task. This paper will address the disruption resistance of ecommerce sites. Section 2 will discuss the research into human error recovery while Section 3 will explore recovery from interruptions. Section 4 will consider breakdowns and how sites can make things easier for users in the face of these inevitable service disruptions. This paper proposes an evaluation mechanism td ensure that web-sites assist users in recovering from disruptive events. Before such a methodology can be provided it is necessary to understand the nature of the e-commerce shopping experience, so this will be discussed in Section 5. Section 6 proposes the disruption-resistance evaluation methodology for e-commerce systems. Section 7 discusses the results of an evaluation which was conducted on three large e-commerce sites. Section 8 concludes.
Human Error Recovery
Very few e-commerce users will be skilled in data entry and we can therefore expect that many errors will be made. E-commerce systems should assist users in recovering from their errors in a graceful fashion.
Most systems react to errors by generating error messages, but error messages are not necessarily the solution to the problem. The difficulty with error messages is well known, for instance [4, 61: The format and tone of the error message often undermine the user's self-confidence.
The messages will often make people believe they have committed some serious error and that they are incompetent.
Messages sometimes supply insufficient information.
Messages often give obscure codes or use jargon. Customers using e-commerce sites are often doing so in order to look at products and decide whether to buy something or not. The desired outcome, from the organisation's point of view, is that a transaction will result. It should be easy for a user to recover from mistakes if he or she is not to be alienated. A number of web pages will be traversed before a user commits to a sale -generating a transaction for the e-commerce site -thus the entire site experience must be rewarding, and attention should be given equally to each page.
There is a need for great care to be exercised when designing e-commerce systems -so that the user is given every opportunity to realise when errors have been made, facilitating rapid and painless backward recovery. Backward recovery is always a better option than forward recovery -and this is facilitated by providing the user with every opportunity to realise the consequences of their actions so that errors can be detected before a transaction is completed. Should an error be undetected, the system can make life much simpler by making the user's forward recovery process as painless as possible.
Recovery from Interruptions
Cypher explains that when a user is busy with some activity, he or she builds up a context [I] . The context is a rich mental environment that stores all sorts of information that has been built up using that particular system to execute some task. Cypher points out that even a momentary interruption will lead to the collapse of this mental context.
After the interruption has been dealt with, the user then needs to change context again, and decide which task to proceed with. In some cases, the user will resume the original task, but in 45% of cases (O'Connaill8r Frohlich [I l]) , the user will not resume the disrupted task.
What is required in alleviating the negative effects of interruptions ;IS assistance in re-establishing context. A mere list of the sites visited, as provided by most browsers, is too coarsely grained to be much use, because users cannot be expected to remember the different and often dynamically generated web pages within the site. Most browsers offer a "back' button to allow users to check previous interactions with the system. However, using the "back' button may change the state of the system, which is likely to have negative side-efFects and affect transaction validity. Rather than relying on the universal browser-supplied 'back' button, it would be better for the application explicitly to provide a history facility as part of their user interface and systems architecture.
Brealkdowns
Since an e-commerce transaction requires that at least two nodes should function one can consider a breakdown from two perspectives -client and server. A user who is currently searching for a particular product and who has, by a process of elimination, arrived at that product by entering the correct search criteria will be annoyed if their computer or browser crashes and they lose their context in the e-commerce site. While it is unrealistic to expect all context to be kept, merely providing a list of previous search criteria would go a long way towards helping the user pick up the threads.
It is incredibly difficult to report breakdowns in a constructive way because their source is often difficult to identify and the remedy is usually not obvious. Developers should avoid lapsing into jargon -the user should be made aware that there is a problem, and be told whether to con-tinue use of the system immediately or whether to try again later.
Analysis of the E-Commerce Purchasing Experience
Guttman et al. [2] identify six stages of customer purchasing behaviour: need identification, product brokering, merchant brokering, negotiation, purchase and delivery, and service and evaluation. O'Keefe and McEachern [ 121 propose a model with only five processes: need recognition, information search, evaluation, purchase, and after-purchase evaluation. Singh et al. [20] break up the e-commerce process into three activities: indentifying a vendor, purchasing and tracking. We will examine only one of Singh's processesnamely the one that everyone refers to as the purchase task, which can be split up into two distinct phases, as shown in 1. LSD -Look, See and Decide. This phase will typically be used to look at available products, compare them, and to make a decision about whether or not to purchase products. This phase is user-driven. The system merely attempts to support the searching and browsing process so that it renders the products the user is looking for. This phase has the following stages which can be traversed iteratively and in varying sequences: Welcome, Search, Browse, and Choose.
2. Checkout. When users trigger this phase they have made their choice of offered products and decided to purchase one or more products. They now have to provide certain details, such as their address and credit card details, and make choices about things such as gift wrapping and shipping requirements. This phase is system-driven and changes the paradigm of the interaction process from user initiative to system initiative.
This phase is typically composed of at least the following stages, which should be navigated in a serial fashion: User? Where? How? Payment? Sure? and Done.
Interruption of the LSD phase is catered for by most sites by means of cookies. The disruption-resistance needs of these two phases are sufficiently different to require them to be considered separately, as we will do in the following section.
Method
Most e-commerce stores make use of a shopping basket and cookies in order to ensure that the basket details are kept available over a period of time, thus already catering for possible disruption during the LSD phase. There is, however, little support for disruptions during the checkout process.
Suitable elements from the most applicable of Ravden and Johnson's [ 161 categories have been selected in order to set up one complete disruption-resistance evaluation mechanism, for each stage, which will ensure that an e-commerce page provides adequate support for recovery from disruptions. The evaluation metrics for the LSD phase are:
1. Does the system inform the user of the reasons for delays? [7,8, 
Metrics for the checkout phase are:
1.
2.

3.
4.
.
6.
7.
8.
9.
10. 
Was information clearly available? [3, 131
Can the user easily back out of the process? [7, 81 Does the system ensure that the final purchase is confirmed by the user? The following section will describe how these metrics were applied to three e-commerce sites, and comment about the efficacy of the proposed evaluation mechanism. In order to evaluate e-commerce Web pages, a score is given for each of the above questions as follows: Never (0), Sometimes 
Evaluation
We chose three sites to apply the metrics to. In choosing the sites we tried to find sites which sold similar products so that the evaluation would be more meaningful. Booksellers like Amazon (www . amazon. corn) are the pioneers in this field and we felt that their site would be a good one to evaluate. We therefore chose two other bookseller's sites to compare it to -namely 'Books Online (www. uk. bo1 . corn) and Kalahari (www. kalahari . n e t ) . Our final scores for each site are given in Tables 1 and 2 .
Discussion
One notices from Tables 1 and 2 that certain metrics scored markedly well or badly. A low score should wave a red flag at the developer and indicates a problem area. A high score shows that the developer has done a good job in providing adequate disruption resistance for that particular feature of the site. This section will discuss the good and bad features of the three sites.
Low Scores
Two criteria stand out particularly: the lack of a history facility which facilitates easy resumption, and inadequate explanations for long or unexpected delays. None of the evaluated sites allow users to remind themselves of previous search criteria. In the same vein, there is also a need for the user to be reminded, as they progress through the checkout stage, of their previous inputs. Some sites do provide this but it is usually not done consistently.
The other controversial score is the one allocated to the question: Does the system inform the user of the reasons for delays?. All popular browsers give observable feedback on page-fetch delays and anticipated completion times. However, many sites, including the ones evaluated, seem to rely completely on this facility rather than providing the user with some sort of site-specific indicator of site access (hitrate). A user who is given access to such an indicator will perhaps be more patient when sites are slow to respond.
A feature which we had considered to be essential and basic to good practice, namely that of indicating the substage throughout the checkout stage, was almost absent in the Kalahari site. The users become disoriented because the checkout st,age encompasses various similar substages and they have no easy way of knowing where they are in the process -especially if he or she is interrupted. In defence of Kalahari, it must be said that their checkout phase has only three substages and the developers might have decided that an indicator was superfluous. We do not agree. When one uses Amazon and BOL one is struck by how helpful this indicator is.
High Scores
A feature in all evaluated sites is the requirement that users positively re-confirm their transactions. This offers the opportunity for backward recovery. All sites also send the user an e-mail confirming the order so that the user can exercise a form of forward recovery, via e-mail.
Interesting and Noteworthy Features
Kalahari has an interesting feature with both good and bad aspects. A summary of the user's basket is displayed on the search page. In terms of resumption after a disruption this is a very good feature but it must slow down the page-fetch time since it has been implemented in a graphical manner. 
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This is unfortunately one of the problems that must be addressed in providing feedback to support recovery from disruptions -one must always weigh a good feature against the cost thereof. BOL scored better than Amazon mainly due to its superior error-handling facilities. It also has a very interesting feature which is activated during the checkout stage. Users can link up directly to a customer service desk for online help. This is a smart move by BOL because an error-free completion of this stage is more likely to lead to a sale.
BOL has obviously realised the folly of losing users at this stage and attempts to offer help by providing personal service. Unfortunately BOL has not exploited its innovation very well because it restricts online help to daytime hours, and assumes that users will be in the same time zone by not explicitly linking their times to GMT. It is also unfortunate that BOL lapses into jargon when the online chat feature is activated. The activated window instructs the user to Javaenable his or her browser, but doesn't give any instructions on how this may be achieved. It is also a pity that when one of the authors connected to ask a question at midday, no one replied. The whole idea of EC is to free users from restrictions of times and place and if BOL is to have any chance of challenging other large e-commerce sites it will have to improve on this very innovative facility. In this paper the structure of the purchasing stage of ecommerce was investigated. We have identified two distinct and dissimilar phases during the shopping cycle and 10 I Does the system ensure that the final purchase is confirmed by the user? 11 I Does the system allow users to check on inputs provided during the process?
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have applied stage-specific evaluation metrics to them. The effects of errors, interruptions and breakdowns have been explored, and ways to support the user in recovering from such disruptions have been proposed.
Nielsen [9] avers that the purpose of usability studies is to set the tone for a new design direction. Thus an evaluation mechanism was proposed which can be used by developers to analyse their sites so that problem areas can be identified and sites thereby made more resistant to disruptions. Similarly, for areas that perform well, even more of an effort should be made to maintain and improve the existing high standard. A longer and more detailed version of this paper is available at: http: //cs-cert.unisa. ac.za/internet/research/
